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Security & Policy Ethics

Fans by Page - Total Fans as of September, 2016 and Fan Growth From Last Month

1.79% cPP | 8,826
1.95% Hun Many I 117,070
2.66% ACU B 132350
2.36% CNRP - 358,333
0.03%  MoCommerce 639,287
2.29% VoDHotNews - 688,023
107% || camnews [ 748182
4.08% Kem Sokha _ 762,549
8.96% MoEYS 1,501,676
4.18% RFI Khmer 2,445,082
4.00% Sam Rainsy 3,164,385
5.59% RFA Khmer 3,265,593
4.30% VoA Khmer 4,414,702
Fan count

6.00 m

engrowh (fomlastmen®) D G =000

Source: The Asia Foundation
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Introduction Security & Policy Ethics

10 Most Frequent Topic on Media Pages (Weekly)

Voters registration

Lawsuites against
political opposition

Lawsuit against
civil society

Human Rights
Arts and history
Serious crime

Land Disputes

Commodity prices

National Ceremonies

Sep 1-3 Sep 4-10 Sep 11-17 Sep 18-24

Source: The Asia Foundation
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Introduction Security & Policy Ethics

10 Most Frequently Mentioned Actors on Media Pages by Number of Post Mentioned

NEC | 76

Police and other law enforcement | 80

CNRP | 267
Kem Sokha | 84

Hun Sen | 85

Private C 95
rivate Company | Ordinary people/

Community | 239

Civil Society | 107

Courts | 133 National Government | 136

Source: The Asia Foundation



Ethics

Fans by Page Type

Politician Political Party

o
Total Fans: 9,761,328 Total Fans: 367,159
Media Government Agency

VolKhmer
4,414,702

MoEYS
1,501,676

Total Fans: 14,943,811 Total Fans: 2,273,313

Source: The Asia Foundation
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Engagement
Media Pages Daily Average Engagement Rate and Post Highlights

m VOA Khmer Post Khmer B RFA Khmer m RFI Khmer VoDHotNews B Camnews

Mr.
Humn Sen:
Protest! Negotiate!
If | negotiatad, 1]
would be a |Iur_;.
“Threaten to protest in

Mr.
Christian GAUQUELIN
des Palligres, founder of Pour
un Sourire dEnfant, passed away
this evening at 6:48pm at the age of 82,

0.50% unllr-r to negotiate! Mo way, He founded PSE with his wife in 1995 and
R B Kern Ley's wife, M Letsl?e cear. If you want to had helped thousands of Cambodian
Bou Rachna and her faur negotiate, let's m?‘ hanestly. Lhildler'! from the S_Itll’lg Meanf_.hy dump site.
0.45% children, left for Bangkok, Thailand. i bbb e i
The nc;w receive a refu Iee statu _”Eg“""'e"' U] “".’”I"I b accommadation and other skill training. He
¥ a 5 like a dog! I'm telling you. was a French national. Because of his
0.40% Cii:m:«;z? UN:CR' Bou Ra':'hTEIE[n[d The only place. .. is the charity work, the Cambodian king
;: hlladon ugust 28t .rs ha naticnal granted him a Khmer citizenship. The,
7 children are waiting for the assermbly. .. children at PSE called him Papi,

0.35% results from the UN for the

meaning grandpa.
third country. 2 i

0.30%

The senate
explained the
purchase of e

0.25%

Engagement rate
4N
w
L}
g

by Aja A
0.20%
0.15% W % ‘
) ; S / =
0.10% n \3 \~ S '\ p \ / /
0.05% ‘ \ ' ‘
0.00%

Daily engagement

Source: The Asia Foundation
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Politician Pages - Daily Average Engagement Rate and Post Highlights

B Sam Rainsy B Hun Sen m Kem Sokha m Hun Many

To-
gether, we look

into closer cooperation
and friendship with a
300% secured future,
P Cadets Corpus, Crenburg
reglon, Russia 25
8%ept 2016 September 2016 -
2.50% M. Appeal to Buddhist Monks (%)
O Kem Sokha ("1 Appeal to Buddhist Manks to
=t graeted the CHRP register as voters (before 29 Nowvember
© This afternoon, youth in Kandal, My 2018), as any other Cambodian citizens, in
,:_-p 2.00% September 01,2016, Phnom Penh, rnulh{:.lﬁa.u arder to be allowed to vote at the
c amdach Hun Sen, prime ministe ® Septarmnber 11, %T:L;;‘mg:l:;n fartheoming 2007 and 2018 elections, As any
Q j i ' + SHETINITIDEN 1/ other citizens, Buddhist Manks have the righ
E gs:;eﬁgzdglrlzgmm:ﬂ::: <l 2016, during Fchu :ﬁ'::f;:—':l llltllalil :tln rlr- iniflt-r tll:'El y
@ 150% Hun Sen registered to vote at the BEniCeEmeny; decide on the fate of our nation by
[e)] ) sangkat Takhmao offices in choosing the national leaders they
(2] Takhmao town, Kandal think are the most intellectually
o provine. |...] and morally gqualified.
c
wi 100%
0.50%
0.00%
1 2 3 4 § ] 7 - ] 0 i 2 13 14 15 16 17 18 1% 20 21 2008 WONn O w N oun 1% n

Daily engagement

Source: The Asia Foundation



Introduction Security & Policy Ethics

Frequency of Provinces Mentioned (All Pages)

Pailin | 28 &
Kep |33 ‘} Siem Reap | 94

Phnom Penh | 907

Low (RN I High
1 Frequency 900+
Source: The Asia Foundation
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Number of Phones Used Cambodians who have a

phone that support Khmer

4%

® No Phone = One Phone

® Two Phones = Three Phones = Does not support = Supports

Smart Phone by Manufacturer

Samsung NN 43%
Apple I 34%
Huawei 000001 4%

Nokia [N 3%

LG N 3%

0%

5% 10% 15% 20% 25% 30% 35% 40% 45%

50%

Source: The Asia Foundation
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Smart-phone Penetration in

Primary phone purchasing by age

Cambodia groups
100%
o 48% 80<yo 78%
50% - ° 66%
409 55%
40% > 60% | 45%
5 40% 34%
30% . 26% 22%
o g "o Il a
0
10% 0%
15-24 25-39 40-65
0%
2013 2014 2015 2016 B Own Cash  m Someone bought it for me
Facebook Usage on phones in Using of Internet on phones by Age
Cambodia Groups
60% 70% q
18% cor 60%
50% 6
50%
40% 34% q
30% 10% —
0,
0 16% = 30%
0,
20% ° 20% 12%
10% 10% -
0% 0%
2013 2014 2015 2016 15-24 25-39 40-65

Source: The Asia Foundation
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Introduction Ethics
Top 10 Secure Computing Tips

You are a target to hackers
Keep software up to date

Avoid Phishing scams - beware of suspicious emails and phone calls

Practice good password management

Be careful what you click

Never leave devices unattended

Protect sensitive data

Use mobile devices safely

Install anti-virus protection

Back up your data

Source: Berkeley Information Security & Policy Foundation
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Two-Factor Authentication

/

Authentication App
You'll receive a login code via an authentication app

\

Recovery Codes
Use these codes for when you don't have your phone with you, for example when you're traveling.

Text Message
Add a phone number to your account to get set up.

[

Security Key
If you have a Universal 2nd Factor (U2F) security key, you can log in through USB or NFC.

N

12
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Google authenticator

v 4dms29

v .4dmB27 eccoc Sprint F 8:59 PM 72% El

-
.
.

Signing in to Google

=  Authenticator + /7

Dropbox
With 2-step verification, whenever you sign in to
your Google Account you will need:

Google Authenticator
Google LLC
El PEGI3
1 Your password When you're asked for a code you'll be able to

]
get one from this app.

m 2 A code that this app will generate for you
o @ e ! Google
Downloads 167,418 2 Tools Similar 1 9 O 6 3 3

Enable 2-step verification to protect your
account from hijacking.

(o
AN
o
Qo
Ol
\]

¢

Microsoft

1
7. WHAT'S NEW BEGIN SETUP BACK NEXT 21 3 7 15

14
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ere are some additional tips to help
keep you safe and secure online:

Use a firewall - Mac and Windows
have basic desktop firewalls as part
of their operating system that can

help protect your computer from
external attacks.

Bank or shop online only
on trusted devices and
networks - and logout of
these sites when you've
completed your

transactions.

Use public wireless hot-
spots wisely - follow

these tips (link is
‘ external) for staying safe.

Ng

Be conscientious of what
you plug in to your
computer (flash drives
and even smart phones
can contain malware).

Monitor your accounts
for suspicious activity.

Be careful of what you
share on social
networking sites.

Source: Berkeley Information Security & Policy Foundation 15
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The Best Secure And Encrypted
Messaging Apps

OO
What App
@
Signal @ Telegram
o @ Threema

Source: Centr
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Practice

Google ,
f

YaHOoO! @




Introduction Security & Policy
he Ethics of Social media

1) Send, post and share information with responsibility

2) Use dignified language on the Internet

3) Must publish clear source information and accurate

4) Feedback or constructive criticism

5) Be masked or the identity of the person or victim

6) Verify the information or message before publishing or sharing

7) Must specify masterpieces or information source, original message, photo, or video

8) Be careful when you send, post photos or videos

9) Be sympathetic and kind to other internet users

10) Respect the rights of children and women

Source: The Ethics of social media CYN Cambodia 18
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“ Knowledge is power. Information is pchv“\ﬂ/er.”
onin organ
BUT

“ Information is not knowledge.”

Albert Einstein

gzaswoComics con swwisnee | THE POWER oF POSITIVE THINKING G e




Introduction Security & Policy
Ten tips for spotting false news are:

= Be skeptical of headlines.

= | ook closely at the URL.

" |[nvestigate the source.

" \Watch for unusual formatting.

= Consider the photos.

" Inspect the dates.

= Check the evidence.

" | ook at other reports.

" |s the story a joke?

" Some stories are intentionally false.

Source: Facebook 20
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Before sending and sharing something
else on the internet, you should ask
yourself these five questions

Sl : IS. It Is it Kind?
necessary? inspired?

Is it useful?

Source: The Ethics of social media CYN Cambodia 21
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Follow the 3R’s

Source: Dalai Lama

Respect for
Self

Respect for
Other

Responsibility
for all your
actions

22



Thank You!

The FOURTH Monkey... FIFTH T00!

Hear No Evil - See No Evil - Speak No Evil - Post No Evil - Text No Evil
Fifth one by mutectln
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